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Abstract: This contribution corrects the wrong description that the operator-provided DNS settings in UE OS can be overridden. In fact, the DNS setting in UE can’t be changed or overridden by users or applications. 
1. Discussion
In Annex C of TS 23.548, it describes the situation of DNS setting in UE OS. 

Well in general situation, use Android and 5G network as example, after successful connection to 5G cellular network, the 5GC sends the DNS configuration (E.g.: IP address of DNS server) via ePCO IE in NAS messages to UE. And UE OS stores the DNS configuration from network in a struct of DNS_ADDR_LIST like below:
Table 1-1: DNS setting in UE OS (E.g.: in Android)
	DNS_ADDR_LIST[0] = IPV4.DNS1 (E.g.: IPV4.DNS1 represents the IP address of DNS server)

DNS_ADDR_LIST[1] = IPV4.DNS2

DNS_ADDR_LIST[2] = IPV6.DNS1


Although open source Android code supports to add another DNS configuration, like below: 

Table 1-2: Change the DNS setting in UE OS (E.g.: Android open source code)
	root@android:/ # setprop net.eth0.dns1 8.8.8.8

setprop net.eth0.dns1 8.8.8.8


But in the form of UE products, the DNS configuration in UE OS which obtains from network can’t be changed by application or users, from the privacy and security perspective. The UE OS protects the configuration parameters from network not changed by users or applications, because this may cause domain name resolution error. 
The commercial products of UE don’t support the direct APIs to override the configurations from network such as DNS configurations. Also, users and applications have no permission to modify the configuration data issued by the network side of the UE OS. 
The struct of DNS_ADDR_LIST can only be modified by OS itself (using NetD process and netbsd library) when new DNS configuration is delivered by 5GC NAS message.
However, in UI, users can configure a specific private DNS server to be used for resolving FQDNs, for example, setting the Google DNS server: 8.8.8.8 as private DNS server. But this user’s private DNS configurations don’t override the configuration from network. The DNS configuration issued by the network side and the DNS configuration set by the user are two completely independent spaces. 
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Figure 1-1: Configures private DNS configurations in UE
When users configure a private specific DNS server to UEs, the private DNS configurations is set as active and the DNS configurations from network won’t be used and will be set inactive. If it is unable to resolve domain name by the private DNS configuration, the result shows that domain name resolution failed and the DNS query won’t be sent to the DNS server which network configures. Only when the private DNS configuration is removed by user, the DNS configuration in UE OS will be active.  
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Figure 1-2: Network side DNS configuration is active when no user private DNS configuration
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Figure 1-3: Network side DNS configuration is inactive when user configures private DNS server

So according to the discussion above, the statement of overriding DNS configuration in UE OS is confusing, and needs to be modified. 
2. Proposal
This contribution proposes to implement the following updates to TS 23.548 v0.3.0.
* * * First Change * * *
C.3
UE Considerations for EAS Re-discovery

An application in the UE that complies with EAS (re-)discovery described in this specification is not recommended to override operator-provided DNS settings. Overriding the operator-provided DNS settings means the operator-provided DNS settings may not be used in UE OS. 
The OS DNS server configuration does not override the operator provided DNS in a UE compliant to the EAS (re‑)discovery procedure. This is necessary for the "closest" EAS server to be selected.

NOTE 1: If the user overrides the DNS configuration set by the network using ePCO, for example if the user configures a private DNS configuration via UI, the network DNS configuration configured using ePCO remains inactive until the user configured DNS setting is revoked by the user.
NOTE 2:
If an OS, user or applications override the operator-provided DNS settings, the DNS resolvers or servers in the third party can take the source IP address of the DNS request as the location information of UE, which can correspond to the remote PSA UPF or other entities (e.g. a NAT server) on the remote/central N6 interface which can lead to a non-optimal choice of the EAS server address.

NOTE 3:
If the DNS server configuration in a OS overrides the operator provided DNS, the DNS queries continue to be sent over the correct PDU Session for the application.

Editor's note:
It is FFS whether the UE modem transparently forwards DNS messages for tethered devices that are loosely coupled: more generally it is FFS whether URSP can't apply to tethered traffic and this is a more general issue than EC.

NOTE 4:
If the UE (OS or application) uses a DNS resolver that is different than the one provided by the 5GC, then:

-
the Session Breakout connectivity mode, option A and B in clause 6.2.3.2 will not work in case the EASDF is NOT in the DNS resolver chain for recursive DNS resolution.

* * * End of Change * * *
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